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the instances where security weaknesses were actually exploited, EPA had not fully documented the extent of
resulting damage or disclosure. Such information is helpful in better understanding security risks and in
determining how much to spend on related controls. EPA did not routinely analyze problem reports to identify
trends and vulnerabilities and apply lessons learned to other units throughout the agency. EPA did not fully
follow up on problems to ensure that they were resolved and that identified vulnerabilities were not repeatedly
exploited. Problem listings were not protected from browsing. Such protection is important to ensure that
intruders or others cannot gain detailed information on security vulnerabilities awaiting correction or monitor
the investigations of incidents that they may have originated. EPA had not established adequate standards,
controls, responsibilities, and procedures to ensure uniform and complete management of security problems
and responses or clearly diAerentiated government and contractor responsibilities. EPA had not routinely
summarized and reported security problems and their resolutions to senior EPA managers so that they were
aware of the magnitude of the problems and related trends. EPAs incident recordkeeping procedures provide a
beginning for more robust incident handling and analysis practices. However, the weaknesses described above
diminish the value of these records and of related follow-up activities. It is imperative that EPA correct the
specific weaknesses we identified. Security Program However, ensuring that computer security controls remain
eAective on an Planning and ongoing basis will require substantial changes to the way EPA approaches
information security, especially in regard to....
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